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i CSRF(XSRF)

Cross-Site Request Forgery
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t CSRF payload1

1) BB HFIIMmg srcfEiE, Baiing;, &ARGETiEK

<img
src="http://superbank.com/bank/transfer.php?nameid=20
02&amount=1000" width="0" height="0">



: CSRF payload?2

2) ME— EER, BRREIE, &EGETIEX

<a
href="http://superbank.com/transfer.php?amount=1000&
to=jiangang"” taget="_blank">

NMBIREZASRENR ! !

<a/>



CSRF payload3

3) WE—MEERE, BPNE, BoER, &AEPOSTIEX

<form action="http://superbank.com/withdraw" method=POST >
<input type="hidden" name="account" value="xiaoming" />
<input type="hidden" name="amount" value="1000" />
<input type="hidden" name="to" value="jiangang" />

</form>

<script> document.forms[0].submit(); </script>
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Burp Suite
CSRF Tester
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HTTP Request Header

Referer: https://www.baidu.com/s?ie=utf-8&f=8&rsv_bp=1&rsv_ idx=1&tn=baidufwd-
Sa7&rsv_t=89efDHGeD8cmcPWIdmwOyCTnQ0%2F1LS7ydqlhIfuGeFakKwl2BZ0S7 guOvX3rE&r:
ug3=4&rsv_sugl=4&rsv_sug7=101&rsv_sug2=08&rsv_btype=1&prefixsug=6668&rsp=5&in|

Referrer S|AAR; 5|7F; FRm
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BT N3 (IPEE3)

if( stripos( $_SERVER['HTTP_REFERER'],$_SERVER['SERVER_NAME']) |==false ) {
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i CSRF Token step1/5

1. F‘Ti JPREBER, IR55in FAa—1bEAY
toke NSEERARE G 3 E AR N R R
sessiondn,

session_start();
If (empty($_SESSION['token'])) {
$ SESSION['token'] = bin2hex(random_ bytes(32));

}
$token = $ SESSION['token';
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EPURIBRA okenRIFIER, HEIHE.
PIESIRS T, E2EBaNEE, SHEs

X Moken=ES,
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i CSRF Token step4/5

4. BRZSimMsessiondhZiHtokenEB#HITXILL, AR
é& -LEEEE-IEQE DIZEO

if lempty($_POST['token')) {
if (hash_equals($_SESSION['token'], $_POST['token'])) {
I PAT I 55324
} else {
...

}
}



i CSRF Token step5/5

5. FAFIEH, sessioniHER, tokenRiL,
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reCAPTCHA (IPIiTF)

a fire hydrant

Click verify once there are none left.

Confirm Humanity

Before we subscribe you, we need to confirm
you are a human.

HITANBDIIE e
reCAPTCHA
AR - R

Captcha failed. Please try again.
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Thank you for watching



